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CheckPoint VPN Profile with RSA Token

To Activate VPN Profile with RSA Token follow the below steps.

1- Click start then click Check Point Endpoint Security VPN
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2- Click Yes to configure new site

{2 Check Point Endpaint Security x

Mo site is configured. Would you like to configure a new site?

3- Click Next
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{5 Site Wizard X

Welcome to the Site Wizard

The wizard will guide yvou through the configuration of
a new site for the VPN dient.

ﬁ

Back Mext | Cancel | | Help |

4- Enter the IP Address of server (For Sec-32:- 119.252.208.40) and click next
(For GNOC:- 119.252.212.240)

{31 site Wizard b4
% Welcome to the Site Wizard y ;_ ]
£ zite iz pour gateway bo network, resources. ’ ’
To continue, fill in the required information and dick next.
Server address or Name: 119.252,212.240 |
[ Display name: 119.252,212,240
- Mext Cancel | | Help

Wait for a couple of minutes to resolving site name
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& Site Wizard X

Resolving Site Name y : J
A .

Flease wait while the Site Name is being resolved

This may take several minutes, depending on the speed of your network connection.

Back Next Cancel || Help

5- Click on trust and continue to verify the certificate

@ Check Point SecuRemote Zl

Check Point

SOFTWARE TECHNOLOGIES LTD

SecuRemote*

v The site's security certificate is not trusted!

While verifying the site's certificate, possible security risks were discovered.
Press 'Details’ for more information.

Details

Check Point SecuRemote is connecting to site:

|Sureksha-GNOC VPN Certficate

Which has the following fingerprint:
|BRIG JET WAS MADE GUSH KNEE AWE YARD BERT DREW BEE SKY

We strongly recommend that you contact your system administrator about these issues. By
clicking "Trust and Continue", you confim that you are aware of the risks and agree to
continue.

Trust and Continue I Cancel I
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6- Click on SecurelD

& site Wizard x
g Authentication Method 4 ;.. 1
Select the authentication method to be used. f ’

() Username and Password

Click if you use an account name and password,

—_— () Certificate

Click if you use Hardware tokens or any other certificate type.

@ SecurlD
Click if you use RSA SecurlD.

(_) Challenge Response
Click if you are required to provide different responses to a challenge.

() Secure Authentication API (SAA)
Click it you use Third party authentication.

| Back | | MNext | Cancel | | Help

7- Click on Use Key FOB hard token and click next

31 Site Wizard ®
5 SecurlD Authentication / ;,. ]
Select your SecurlD device type for authentication. t ’

(® Use Key FOB hard token

This device connects easily to any key ring and fits into pocket or small
Carrying case.

? () Use PinPad card

Shaped as a credit card, the PinPad card contains a numeric keypad. The code
displayed is a combination of the PIN and the current authenticator code.

(O Use SecurlD software token

A software implementation of the SecurlD authentication.

Back | I Mext I Cancel | | Help
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31 Site Wizard x

Site created successfully

Back Cancel Help

8- Click Finish windows A popup will appear click yes to connect to VPN (Internet
Connectionis Required)

i Check Point Endpoint Secu... X

™% \Would you like to connect?

9- Enter VPN Username, pin and Tokencode. Click connect
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TriGUl - X
&

Site: |119.252.212.240 |

Authentication

Please enter your credentials:

Username: ‘ vidur_k |

™/
PIN: [aese |
Tokencode: ‘-.u--uu-l |
o]

Please wait Retrieving site information

& Connecting to 119.252.212.240 X
Endpoint Security’ -1 gm{:ﬁgf&n})
. | 3%
(l ]) Retrieving site information
Connection Succeeded
ﬁ. Connected to 119.252.212.240 X
Endpoint Security &) Check Point
SOFTWARE TECHNOLOGIES LTE.
E_ 100%
E Conneclion succeeded

Now VPN is connected successfully...

Check Point Endpoint Security
Connected to 119.252.212.240
Client is compliant
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